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Banks Report Increase in Fraud 
Independent Schools at Risk

March 15, 2023 By Mark Cohen  
Senior Vice President, Independent School Division, Commercial Lending, Malvern Bank, National Association

According to a CNBC February 6, 2023, report, the Covid-19 
pandemic – and trillions of dollars in rescue funds that were 
disbursed across the U.S. in the form of paper checks – 
have given new life to an old scheme: check washing. This is 
a scam where criminals steal checks, wash out the names, 
write in new ones and cash them under false identities. 
Pandemic relief funds and new, secure messaging apps 
have made it easier to execute and get away with these 
elaborate schemes.

In 2021, banks reported nearly 250,000 cases of check fraud 
nationwide, according to the Financial Crimes Enforcement 
Network, a unit of the U.S. Treasury Department. By 2022, 
nearly 460,000 check fraud cases were reported – an 
increase of 84%.

But financial fraud goes far beyond mere check fraud. The 
Automated Clearing House (ACH) Network has become a 
popular money transfer method used by financial institutions 
to handle checks, direct deposits, cash transfers, and bill payments between businesses and 
individuals. 

According to Unit21, a company which protects businesses against adversaries engaging in 
money laundering and fraud, ACH fraud is on the rise. A 2022 AFP (Association for Financial 
Professionals) Payments Fraud and Control Survey finds that the share of survey 
respondents reporting payments fraud via ACH debits actually increased 12% over 2021. 
And, unfortunately, Unit21 notes, payments fraud through ACH debits is simple to execute. 
“All the bad actor needs is an account number and a bank routing number. Once they have 
this information, they can use it to initiate payments to make purchases or pay off debts.”
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Those engaging in these fraudulent activities aren’t one-off actors. Once they’re “in” the 
business of stealing from companies and organizations through fraudulent means, they’re “in” 
for as long as their scam continues to succeed. If this happens to your company or academic 
institution, your bank will likely require that you shut the account down and open a new one, 
causing an inconvenient disruption for your employer, your employees, your customers and 
your vendors.

The good news is that there is service that can help prevent such fraudulent activity called 
Positive Pay. (More about that later in this blog.)

Independent schools at risk, too 
In my experience as Senior Vice President of Malvern Bank’s Independent School Division, I 
know that schools have not been immune from such fraud. Many schools I work with or am in 
touch with have fallen victim to one or more instances of ACH, wire, or check fraud.

According to youTalkinsurance.com, “Private school fee payments from parents are currently 
one of the top targets for cyber criminals … warns Cyber Decider.”

In its article, “Private schools warned payments are target for cyber criminals,” 
youTalkinsurance.com notes that, “Schools generally, and private school fee payments 
particularly, are currently popular with cyber criminals because of the combination of them 
being large … and poor cyber security at many schools makes for an easy target for hackers.”

Another type of fraud challenging businesses and academic institutions is business email 
compromise (BEC) – also known as email account compromise (EAC). It is one of the most 
financially damaging online crimes. It exploits the fact that so many of us rely on email to 
conduct business.

According to the FBI, in a BEC scam, criminals send an email message that appears to come 
from a known source making a legitimate request – such as a vendor your school regularly 
deals with sends an invoice with a fraudulent updated mailing address.

Or, commonly, an unknown vendor sends the school a small, fraudulent invoice. After 
succeeding in receiving payment for the small invoice, the vendor sends another, and another 
– until, emboldened by their success, the fraudulent vendor begins sending larger invoices – 
often receiving payment for products or services never rendered. Versions of these scenarios 
have happened to real victims. The messages were fake. And in each case, thousands—or 
even hundreds of thousands—of dollars were sent to criminals.
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I could go on for quite a while longer writing about fraud that impacts businesses and private 
schools. (I’ve cited a number of resources that you can call on in order to learn more about 
the types of fraud that might impact your school.) But I’d like to mention one policy that can 
help to reduce fraud in the corporate and academic worlds: incorporating a “clean desk policy” 
(CDP). 

A CDP is a company-wide initiative concerned with the state in which employees leave their 
workspaces at the end of the day. Implemented for security reasons, the goal of the policy is 
to limit the possibilities of external parties seeing sensitive documents and reduce the risk of 
information breaches. A clean desk policy involves removing any sensitive business 
information from your desk every day. This includes: USB sticks, notebooks, business cards, 
and printed documents.

Working in an office, you can generally expect a large number of people to be passing 
through on a daily basis. This means any belongings left lying around may be moved, 
misplaced or mistakenly taken.

According to Shredall SDS Group, one of the world’s largest independently owned document-
management company in the UK, a clean desk policy should be adopted because of the 
many benefits it can provide your business including …

Safeguarding potentially sensitive private information (obviously). The primary 
reason for creating a clean desk policy is the additional information security it creates. 
By ensuring that no sensitive documents are left on display, external parties such as 
cleaners, building staff – or even unauthorized visitors – won’t have access to them out 
of business hours.

Reduction of waste. Clean desk policies naturally lead to fewer documents being 
printed and circulating around the office. A clean desk policy also tends to require a 
more regulated way of disposing of unneeded documents, which means that it’s much 
easier to enforce company-wide recycling as the preferred method of disposal.

Save time and money. Employees can spend a lot of time searching for information. 
This can be reduced with an organized workspace. A clean desk policy will encourage 
employees to use digital versions of documents, significantly reducing your 
organization's costs of paper, ink toner and printer maintenance.

Reduce stress. When your employees are organized, they can spend more time 
concentrating on work rather than feeling overwhelmed because they can’t find a 
document they need.
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How can Malvern Bank help? 
So - how can a financial institution help academic institutions with the challenges of financial 
fraud?

Speaking for Malvern Bank, I can think of two ways:

1. First – by passing along well-sourced information such as the above.

2. Second – Malvern Bank subscribes to Positive Pay, an automated fraud detection tool. 
In its simplest form, it is a service that matches the account number, check number, and 
dollar amount of each check presented for payment against a list of checks previously 
authorized and issued by the company. All three components of the check must match 
exactly or it will not pay.

With financial fraud on the increase, businesses and organizations need a financial partner 
like Malvern Bank to ensure their financial transactions are safe and free from fraud. If you’d 
like more information about how Malvern Bank can help you avoid costly fraud scenarios, 
please contact me, and I can put you in touch with a Malvern Bank expert who knows the ins 
and outs of fraud protection.

And, if your school is in need of a financial partner, a bank that can guide you through a 
much-needed capital project or other financial challenges, Malvern Bank can help. Please 
contact me, and we’ll discuss the best financing tool for your school’s specific needs.

Mark Cohen  
Senior Vice President, Independent School Division  
Senior Vice President, Commercial Lending  
Malvern Bank  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610.675.8876 (C) 
MCohen@MyMalvernBank.com
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