
 

 

How To Spot and Avoid a Credit Card 
Skimmer at the Gas Pump 
 

The use of gas pump card skimmers has become prevalent all over the 

country. 

However, you can minimize your risk of being a target if you're watchful for 
common signs that a fuel pump has been compromised. In this article, we'll 
show you the best ways to avoid having your card skimmed at the gas 
pump.   

What are credit card skimmers? 
Credit card skimmers are devices that criminals attach to ATMs, gas pumps, 
and any other payment terminals to steal your card's information. Skimmers 
come in all shapes, sizes and varying degrees of complexity. 

What does a credit card skimmer look like? 



 Some skimmers are physically attached to the machine, extending 
the card slot so that it captures your information as you slide your 
card. 

 Other criminals install hidden cameras to capture your PIN or zip 
code, and then slip away with your money without even needing 
your wallet. 

 Some thieves install fake keypads, replacing the need for cameras. 

 Sometimes, Bluetooth and cell phone technology can be used to 
retrieve information from skimming devices — meaning criminals 
don't even need to be at the scene of the crime when it happens. 

 Finally, criminals are now using "card shimming" devices, paper 
thin strips hidden inside the card slot that can be used to clone the 
magnetic stripe on your card. 

How to detect gas pump skimmers 
Most of us are in a hurry when we fill our gas tanks. But if you remain 
vigilant and take some standard precautions, you'll be able to detect gas pump 
skimmers of all types, and stay safe at the pump.  

1. Check the pump panel for tampering. 
This lockable door on the gas pump or ATM should be closed and securely 
fastened; many gas stations take the additional step of placing a tamper-
resistant seal over the door. If the tamper-resistant seal is broken, do not use 
the gas pump, and tell an employee that the pump may not be safe to use. 



 

 

2. Inspect the card slot and the PIN pad (compare 
with other pumps). 
Try to wiggle the card slot. If it seems loose, or strangely bulkier than the 
other pumps at the same station, you may want to move along to another 
terminal. Likewise, if the PIN pad seems obtrusively thick, or if it does not 
match the pads on other pumps, this is a clear sign that something is amiss. 



 

The skimmer on the left is loose if you wiggle it. The picture on the right is how the pump should look. 

Source: Kamloops RCMP 

 

Pictured above is an example of a well disguised skimming device. Note how bulky it is. Source: CBS 

Channel 4, Miami 

 


